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Definition of the Issue
Critical assessments of the government over the past several years have called for its  transformation, for  fundamental changes to the way it is organized and the manner in which it performs.  They call for government to be fast, responsive and flexible.  The changes revolve around information technology, and harnessing the promise of information is the heart of the transformation.  These  changes are driven by the long-awaited merger of computing and communications which is enabling a networked economy, or networked society. 

The challenge to government is to take advantage of the opportunities this revolution creates to meet critical national  needs.  The purpose of this paper is briefly to lay out the components of the transformation to the digital economy that is occurring, to outline the IT system elements which make that possible, to identify trends that can be applied to the government environment, to highlight fundamental technology directions for the future, and to use these facts as the basis for  federal reforms to enable government to move to the business model being applied in the commercial sector, namely an e-government framework.

Basic requirements

To implement these major changes, government must have not only the correct technology mix, but also, it must examine its organizational behavior.  All organizations have a natural resistance to change and are reluctant to put core missions into a new “space” with unknown outcomes.  Government must create a level of assurance and widespread understanding of the benefits of moving “above the e-line”.  It must establish an organizational model reliant on digital assets and have direct supplier and customer/constituent interactions based on using networked computing.

Government should obtain the same type of  productivity gains and efficiencies in its overall business systems performance that the private sector is enjoying due to the application of networked IT.  This is based on two major trends - one in business or organization structure, the other in technology.  The e-business transition is much more than the  exploitation of computing to hone efficiency or capture market share.  Businesses are structuring themselves to be “above the e-line” --  to work on fundamentally new models.  These business models are possible only in the e-business world and have no analogue in traditional brick and mortar business.  These are the models that will underlie much of our economy in the next ten years.  They should also be applied in the government setting.   Above the e-line, the core of innovation is the business model itself -- perhaps a new form of intellectual property.  

Systems Fundamentals for the Move to E-Government - Seven Rules:
Major systems characteristics in the new e-framework business model are enumerated  below.   They are the rules of the road in implementing e-government:

Getting Started  - Getting started correctly in moving above the e-line is fundamental. It must be the right system, the first time.   Organizations want to fully leverage their current investment in information technology and have assurance that these systems have value and use over time.  

Applications - Transforming core business processes requires a new generation of applications.  The challenge is how to create both new applications and integrate with existing applications with an open standards-based approach.  Interoperability is critical because most medium and large-sized agencies are using an array of technology.  Interoperability across platforms is fundamental.  This is particularly true as the sources of data become even more varied as pervasive computing emerges.  

The model for developing applications also is very important.  The application framework should allow systems to extend enterprise-wide easily and take full advantage of data throughout the enterprise.   Applications should snap into the underlying framework, or snap out.

Scalability - Scalability of systems is also critical for systems performance and availability.  Systems must be flexible, allowing for seamless growth with increased usage.  Systems also must be manageable, to ensure high availability, or up-time.  E-government  needs  systems that are completely available, bulletproof,  99.999 % available.  

Security - All organizations operating in the e-business environment demand systems that are operationally secure and available during both normal operations and at times when outsiders may try to invade the system or degrade its performance.  

Privacy  -  Another issue relates to how organizations --whether government or business--meet the growing concern for privacy in a networked world. In the government, the issue arises especially in how a government agency  manages information about both its own employees and its customers, and whether the policies set by the government are successfully implemented.  Another issue relates to whether and how members of the public are given access to public records that, because of better tools, are growing in number and sophistication.  Finally, the rules that affect how government can obtain information about individual citizens will continually be scrutinized as technological capabilities improve. 

Knowledge Management - Another critical aspect of moving “above the e-line” involves leveraging the knowledge and information that drives innovation and boosts productivity.  Knowledge management is essentially an organized approach that allows organizations to leverage everything they learn and everything they have done.  Knowledge management 

is a natural next step in the e-business evolution of  core processes and is a source of competitive advantage.

Speed - The key to all this is speed.  Change must come fast.  Today’s marketplace has such an  incredible rate of change that organizations  are realizing that they cannot wait for the perfect solution. They often start small, think big, gain experience,  and then use that experience in the design of their future structures. 

To summarize, there are SEVEN RULES government should follow in implementing e-governmentt:

1) Implement the right system the first time, which builds on existing IT investments.

2) Pick applications that are interoperable across platforms and extend system-wide.

3) Pick systems that are fully scalable, allowing seamless, highly reliable growth.

4) Fully secure systems must be a priority.

5) E-government will not happen unless rules for  privacy of employees and customers are set out and assured.

6) Information systems must realize full “knowledge management.” 

7) Government must speed implementation – it must start now. 

Special DOD Considerations in moving to an Electronic Framework 

These features apply to both civilian and military information systems requirements.  In DOD, the emerging theory of war reflects trends that in many aspects are emerging in the new e-business model.  In other words, DOD should implement IT for administrative efficiencies and also use it to build a new kind of tactical dominance:  network-centric warfare.  

In both the  commercial world and the military world, the primary building block is a very high performance information grid for computing and communications.  DOD applications include sensor grids and engagement grids.  Commercial and scientific applications may include grids of a different nature, but the concept is similar.  Speed may be a more important factor in a military environment.  However, the key here is that the military architectural framework can emerge, as it is doing in the commercial environment.  

The framework must be centered on a highly collaborative, knowledge-sharing base, which the services can build at their own pace.  Again open standards without vendor-proprietary restrictions are crucial.  This framework will allow the commanders to leverage their current assets, programs and applications,  and  make decisions that are increasingly capabilities-based rather than service-specific.  
Systems security is also paramount to both the industrial and military sectors.  System disruption can have very serious strategic effects.  In fact, DOD  operations are interdependent with industrial operations, as the military infrastructure depends on the same civilian infrastructure used by U.S. industry. 

In a networked technology world, the strategic choices of leaders, military or civilian, revolve around many of  the same questions -- how to select the right, the best, competitive space;  how to move an era of  increasing speed of action, ambiguity and risk over time; how to select and develop the most valuable strategic relationships; how to optimize the opportunities that new technology and new business model understandings make possible.  Commercial customers are finding that networked information technology investments provide measurable competitive advantage:  speed, cycle time, market reach, customer acquisition, globalization.  Government leaders are recognizing these same advantages, tailored for their environment.  Because IT has profound military consequences, DOD will have special needs to address in its implementation process.  It will have a dual job:  implementing both e-government and network centric warfare.

Enabling Technologies for an  e-Government Framework
Government has an additional role in this new world of e-business.  Since the Second World War it has been the chief sponsor of the fundamental R&D that has led to information technology breakthroughs.  The world of infomation technology science is not standing still.   Not only does government need to harvest the fruits of its information research investments (implement e-govt), but it needs to continue its role as supporter of the enabling technology research.  Where does that research endeavor stand today?  

Several leading-edge technology developments serve as the foundation for the information revolution, the new digital economy and e-government.  Two of the most fundamental hardware technologies are semiconductors and storage. These two areas have been increasing exponentially in performance for 30 years. For semiconductors,  this is called Moore’s law -- a doubling of performance capability every 18 to 24 months. In storage, the trend is toward miniaturization and increased density.  Hard disk storage density is being redefined, with densities increasing by 3X, storing 20 billion bits of information into one square inch. 

However, for both the transistor and the magnetic storage system, fundamental physical limits are on the horizon, coming into clear view. It may be more than ten years before either of these limits are reached, but research needs to be accelerated today on alternatives. 

Several other trends are expected to dominate the IT research community’s agenda over the next 10 to 20 years.  Several examples include:

Pervasive Computing -  As communication system bandwidth increases, and wireless technology makes linkage with the network available almost everywhere, a new form of computing will emerge. Our world will have

 embedded intelligence, where chips and miniaturized disk drives reside in everyday things.   

Deep Computing -  This is a new research area concerned with applications of computing power to tasks formerly inaccessible due to lack of software algorithms or lack of computing horsepower, or both.  Deep computing is the supercomputer-scale processing that combines massive computation with very sophisticated software algorithms to attack problems that have been beyond the reach of information technology in areas like biomedicine, weather forecasting, or warfare modeling.  
Nano-scale science - Generally, this is the study of matter at its fundamental constituent level.   

Government needs to realize the efficiency and improved service of e-government, but it also needs to keep this revolution accelerating through ongoing research investments. 
Priority Areas for Federal Reform to assist the e-Government Transformation
Research - First, as just discussed, the technology developments recited above depend on investments in research.  Clearly, DOD has long been a major R&D investor.  However, defense R&D investments have been decreasing.  More  investment, both civilian and military, is required for the future.

The execution of the DOD S&T program in the Service laboratories needs attention.  

Government should amplify the efforts of industrial and academic laboratories in long-term research.  DOD also should  populate its own laboratories with researchers having private sector experience to resolve a number of technical and  managerial problems.  The civilian R&D agencies, including DOE and NSF, also have an important role to play in this research effort.  
Partnerships - Government should invest more fully in partnerships, which spur innovation by helping move  technology  from the lab to the marketplace.  This transition requires a bridge from basic science to technology, and finally from deployment to exploitation. 

Procurements - Procurement plays a critical role in the creation of a network centric framework for government . First, government must ensure that the infrastructure it actually buys is standards-based and open architechture.  Also, government can use procurement to lead the way in adoption of technology.  It can showcase new, complex technologies for its own applications and it can prove the feasibility of technologies.  Procurements can be used to drive technology development by setting ambitious performance goals without specifying the solution.  DOE’s ASCI program is an excellent example of  this.

A major challenge in all of these areas is to overcome the traditional mind-set and ways of doing business.  Especially in DOD, the single-service nature of IT procurement should change as well if DOD is to take real advantage of this new framework. 
Overcoming Resistance to Change:  

Highlight New Models - Change is difficult, especially in large, hierarchical organizations.  It is easy to be “frozen into inaction” because of the enormity of the reengineering challenge.  One way to encourage change is to highlight new models being developed.  Several examples of this new information framework are underway.  The Navy and the Marine Corps have an initiative to build a common, intranet-based I/T infrastructure (called the Navy/Marine Corps Intranet) to support their entire organization.  The intelligence community also is exploring a common operating environment across the various separate intelligence agencies.   These new models and the implementation lessons they teach should be highlighted within government discussions. 

This is particularly true since, in general, the multiple branches of services have maintained separate ways of doing business for their specific missions and goals.  DOD’s concept of network-centric warfare will not work in this type of environment. 

Begin the transformation in measured steps, with a common architectural structure -  One method of overcoming resistance to change is to start with the intermediate steps, such as the initiatives described above.  For example, in a DOD context, the Naval intranet initiative becomes even more important, as a paradigm shift toward actual implementation of networked computing across a DOD enterprise.  The lack of an overall DOD-wide strategy makes these smaller steps necessary.  They can help accelerate DOD’s overall  transformation, since services buy-in will be easier if they direct the first phase of this change. However, it is crucial that each phase follows the common architectural guide allow implementation enterprise-wide. Similarly, DODs approach can be  applicable to other agencies.  
Create a secure network-centric environment  A secure environment is at the baseline of moving to a network-centric concept.  This applies to all agencies, but is especially true in the DOD and intelligence environments. Piecemeal adoption of information systems is creating security vulnerabilities and leaving the U.S. unnecessarily open to information attack.  

Most important:  Put someone in charge and set up a government-wide implementation process- The single most important step the government must undertake is to put a process in place for implementation of e-government and to put someone in charge of the process.  A Presidential implementation order with the President’s clear personal imprint on it is required.  The President needs to make the benefits of a widespread move to e-government clear to agency leadership and focus on the need to implement it.  This leadership will play a central role in overall government efforts to transform.  The Administration must create a common agency process to help pull agencies into interoperability as a fundamental part of their I/T  strategy, and to help agencies learn from each other’s implementation. It must eliminate duplicate I/T and national security systems within and among the agencies and the defense services.  It needs to sell Congress on the value of e-government and seek and assure ongoing funding for implementation.  The support and vigilance of  the Administration are critical in getting government to move ahead quickly on this transformation.  Many parts of the private sector are now experienced in e-business and can share their lessons with the government.  An advisory group of e-business leaders should be called upon to help set a practical implementation agenda and to ensure continuity over time. 
Conclusion

E-government can create huge leveraging opportunities to meet U.S. national needs.    Implementation will evolve over time, but it should begin, thoughtfully, carefully, and now.  

An implementation process and implementation leadership should be put in place very soon to make a strong start.  Parallel to implementation, the government’s research role in enabling technologies needs to be re-recognized and bolstered.
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